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* BBENERAA—A (BIE B AL IREY) Az T o

App A' App B

Bins/
Libs

Containers are isolated,
but share OS and, where
appropriate, bins/libraries

* & Mlnamespacesiy #t A2 #1713 &
* 4 FlcgroupsRH) sEAZ 42 F 49 R ™

Guest Guest Guest
« f& F capabilities, AppArmor, Seccomp#t 72 24 Bl Bl Bl ...

Hypervisor (Type 2)

o AN BAALARA B 09 4R AE R A o0

Server

Host 0S5

Server

* BB EF R AR RAAAK



Docker 9 4~ & & #j

command-line clients

docker
using dockerd API

docker-
Compose,

!

!

- Focuses on being a
"higher-level runtime"

- Starts container runtimes

dockerd

container "engine"
(long-lived daemon)

(including OCI)

- Manages networks

!

(eg. bridge, namespaces)

- Cannot build images,
but is used for building!

containerd

container "manager"
(long-lived daemon)

!

- runc is a command-line tool
for spawning and running

containerd-shim

containers according to
OCI runtime specification

y

v 1

- It prepares runtime for container,
including namespace creation

- starts (fork/exec) container
process and then exits!

container

- Focuses on Developer Experience

- Handles higher-level tasks
(login/build/inspect/attach/etc)

- Kinda has orchestration support
(aka Swarm)

- Shims help to abstract low-level runtimes

- Shim lives as long as a container process

- Shim intercepts container's stdin, stdout,
and stderr streams and redirects them to logs

- Shim helps with "docker attach™ functionalit

- Containers are regular Linux processes

- They can outlive dockerd daemon
(see live-restore)

- They see a virtualized OS around them
(fs, network, PID, UID, etc. namespaces,
veth and bridge network devices, etc.)



FREAH

* OCI(Open Container Initiative) %l & 7 % & & 47 B HLEOCI runtime

specification.

v,

o f& B s 28 5 BB AT runc
o M & Docker#g—=R 5
e runc 2 OCIE/HLTE 6 A FE LI
* Crun

* CEETHENOCIE ZZfTH


https://opencontainers.org/
https://github.com/opencontainers/runtime-spec
https://github.com/opencontainers/runc

-

cruncAE—ANr AT LR, B A BAR
« R mrunci®4E—/~bundle
* Linux root file system
» OCIZAT I AL Ay B & LA
s runCHF A S TR LB LiInuxX TR, R EZHRnamespaceste
cgroups, JF AR BNILR T G 345 < st A2



o« —f%ARA X FUbuntu. centos.
alpines K AT A B 1%

> Y

e BB P A& —/LinuxiA4%

o BAR T VAR L — AN AT A
o & Fscratch& g4
o & R — AN SEAE N 3R] U
« TRHMAGFH—RLFTE
« AT LinuxWAZ=LT Ais4T

BB EBARARLA £.205°

& . ;
— L= e o

# cat Dockerfile
FROM scratch
COPY hello /

CMD ["/hello"]

# docker build -t hello .

# docker run hello
Hello World!

snappify.io




ZEhellofs{s

e Layers | Current Layer Contents |
Cmp Size Command Permission UID:GID Size Filetree

964 kB FROM 8ca35db78eeb6e2d —rwXr-xr-x 0:0 964 kB — hello

| Layer Details I

Tags: (unavailable)

Id: 8ca35db78ee6e2d124411ddeb22f9781da61315bad65893c81e55a7e7dd82
b95

Digest: sha256:a@b@5635d26c23b9338d21c666fd5de6ce7113318dc@c6c325631
95891c1758

Command :

#(nop) COPY file:33e5ec938f8c8b4aalaa7f6503e5d32cc76cfa96b13bda838125
705724cf6bc8 in /

Image Details I

Total Image size: 964 kB
Potential wasted space: 0 B
Image efficiency score: 100 %

Count Total Space Path

Tab Switch view | *F Filter BEWEINVREVEINGEILESN ~A Show aggregated changes | |



https://github.com/wagoodman/dive

Size

Command

80 MB FROM 1¢65531519h901e

Image Details |

MB
kB
kB
kB
kB

Details |

set —x && addgroup —system ——gid 101 nginx && ad
#(nop) COPY file:65504f71f5855ca@17fb64d502ce873a31b2e0dde
#(nop) COPY file:0b866ff3fclef5b@3c4e6c8c513ae014691fb05
#(nop) COPY file:@fd5fca330dcd6a7de297435e32af63412917132
#(nop) COPY file:@9a214a3e®7c919af2fb2d7c749ccbc446b8clle

(unavailable)
1¢c65531519b901e0508c411808T7dc2497a6549926bda748896f5%9aaddcde

: sha256:92a4e8a3140f7a04ale5al5793adef2d0e8889ed306a8T95ab6¢cTbb
7cech5f212
Command :
#(nop) ADD file:@eae@dca665c7044bf242cb1fc92cb8ea744f5at2dd376a558c90
bc4734%aefe in /

Total Image size: 142 MB
Potential wasted space: 3.8 MB
Image efficiency score: 98 %

(=]
=]
[
=
r+

e Current Layer Contents |

Permission
drwxr-=xr-x
drwxr-xr-x
drwxr—xr-x
drwxr-xr-x
drwxr=xr-x
drwxr-xr-x
drwxr-xr—x
drwxr=xr-x
drwxr-xr-x
drwxr—-xr-x
drwxr-xr-x

drwxr-xr-x

drwxr-xr-x 4.0 MB

=IwXr=xr=x
=IwWXr=xr=x
—TWXIr—=Xr-=x
—IwXr-=xr—x
=IwXr=xr=x
—IWXr—=xXr-=x
—TWXr—=Xr-=x
=IwXr=xr=x
=IrwWXr=xXr=x
—TWXIr—=Xr-=x
—TWXr—=xXr-=x

UID:GID

()
o0 e

o0

o0 e

(=)

GG@GOG@GOG@GO
[~

@GSS@

o000

Total Space

1.7
1.6
203
203

59

MB
MB
kB
kB
kB

Path

/var/cache/debconf/templates.dat
/var/cache/debconf/templates.dat—old

/var/lib/dpkg/status
/var/1lib/dpkg/status-old
/var/log/lastlog

=IwXr=xr=x

—IWXIwXrwx
—TWXTIwXTrwx
=IrwXr-=xXr-=x
=IrwWXr=xr=x
—IWXr-=xXr-=x

o0 e

o

Size Filetree

5.3 MB
0B
0B

153 kB
0B

8.4 MB

B

73
B

65
35
35
121
76
68
47
39

—® bin
— boot

dev
etc
home
lib
1ib64
media
mnt
opt
proc
root
run

— agetty

— badblocks

— blkdiscard

— blkid

— blkzone

— blockdev

— chcpu

— ctrlaltdel

— debugfs
dumpe2fs
e2fsck
e2image
e2label - tune2fs
e2mmpstatus - dumpe2fs
e2scrub
e2scrub_all
e2undo

22 kB

(=]

findfs
— fsck

/var/cache/debconf/config.dat

21 kB /var/cache/debconf/config.dat-old
16 kB /etc/1ld.so.cache —MWXIr=Xr-x — fsck.cramfs

14 kB /var/lib/apt/extended_states —rWXrwxrwx — fsck.ext2 -» e2fsck

Tab Sw1‘tch view | “F Filter | Space Collapse dir | “Space Collapse all dir [ Added | “R Removed | “M Modified | “U Unmodified | “B Attr

—TWXr—=Xr-=x
=IwXr=xr=x

(S~

GQGGG@GGG@GGGGGOGQGGG
IS

N NNNNNNNN

@



https://github.com/wagoodman/dive

Ngl n XZ{‘\? (N X
deb | aﬂ/‘fiﬂg FROM debian:bullseye-slim

LABEL maintainer="NGINX Docker Maintainers <docker-maintanginx.com>"

s ENV NGINX_VERSION 1.23.1
* Ngmxmﬁ%%ﬂ’— ENV NJS_VERSION 0.7.6

debian-bullseye-slim# 2 ENV PKG_RELEASE 1~bullseye
 debian:bullseye-slim X
R ACAR A A & ) £
— AN LAk
* F§Debiani P = A 42 5

snappify.io

00
Fehosttg N4 k4, &
BRI — /T FROM scratch
. . ADD rootfs.tar.xz /
;};ﬁ/ﬁ; % A CMD ["bash"]

snappify.io




000

MR

fﬁ_ N - — config.json
fiﬂ JE' L rootfs

L— hello
/ » # cat config.json

— 53> B {
l /& |w 3 "ociVersion": "1.0.2-dev",

"process": {
"terminal": false,
"user": {

it (o))
"gid": ©

runc % E & —A- 1,

"argS": [

LRV FZF, B "/hello"

J
"env": [
"PATH=/usr/local/sbin: /usr/local/bin:/usxr/sbin:/usr/bin:/sbin:/bin",

@£ YA —AT
. "TERM=xterm"
PAT LA Ar—A> 1,

"de": |l/l|’

COI’]ﬂg.json "capabilities": {

AN ARAR A
# runc create mycontainer
bundle # runc start mycontainer
Hello world!
# runc list
ID PID STATUS BUNDLE CREATED OWNER

mycontainer 0 stopped /root/docker/my_container 2022-08-22T06:10:03.102507972Z root

# runc delete mycontainer e
snappify.io
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o 4% % Docker#y £ 24 #7
« N ELEM
« EWIIT T
« BARRR R T 5 M IE Fe 04 0 B AL
c WX EE, waRMAEEN, &R 2HEEK,
c BT ENARTEN, KAMNMAERBE—KEE, RBEHREEER S KnE
s E— T T EAR EBWE



XI55 AT I

e & Arunc VA G &

*FRANEREES
« RIFRBZORS

c A EEF
* BHBLLNES
« B BAE

c FEMGRE

gg

R
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CONTAINERD

\ /\ > }L ‘# 4= B> U : 5
‘i‘ﬁ F‘]ﬁiﬂ# ;SEJ%;? e l images | | network ol '

}ué I"“‘?\?I"'}gg§>

e containerd 1
° Cri-o

* runcAE—AN AT LR, OCI runtime OCI runtime OCI runtime
contai nerdﬁ;——-/]\'%’«}fzi (runc) (runc) (runc)

AE




e %A 1747 4
s iE g

* Container Runtime
Interface (CRI) /1T 454
CRI® A B2 BAT VAL
4% 4= AN sk Kubernetes

~

* Kubernetes i@ L CRI & F A=

A 13
R4 5 5 5T 5

e e - - .- - .- .- - - - - - - - - - - - - - - - - - - - - - - - - -------------®--®-----q

kube_le,t

CRI gRPC Client

"Container Runtime

(e.g. containerd or cri-0)

v

container—runtime-shim

e

———=| container 2 W I
OCI ' toi 1 ‘
runtime gorbeineniny)
Crune) [

(pause container)

pod sandbox i

net namespace



v

¥

;S

EBEE

« Kubernetes &L %2 docker #4R #5

CRI :
Docker kubelet dockershim ‘*doc kQHEU“tE"’IEF EJ% . }JJ
contalner

CRI g
kubelet CRI-Containerd :nntalnerm .
contalner

Containerd
1.9




Runtime shim

N

c ABETREBTUYTHE. THAAN—LRETBKETHEF,
TRBAEMEZRSRBHAZP L Frunc

e TR /B RXEBH#AA MK BTHHEHEAFE, Runtime shim
e shimZ2 —NMRBSANTIFAS, CEIFruncHIZH &3t A2
cshimE5 X BE#ARFESE, RPEEEBINARLZT LS

s RB AR REW B2 AW RF A B4z A8 iT shim #4749



shim &9 821

e B ArunciF R R B4 E AR
o & B ¢stdoutdestderre ¥ 2| B & L4

« RIFFIRE F H 0918 KD, B RtAZHMreparentFshim, X
Feshim ™ VAOIK 2| 5% 35 dF AZ 5 0E 4938 So

o AtattachZ|B AP BB IIR S



#HAZID

task_struct->pid (

"\' F 24209 PID {

/-' TGID (——} task_struct—>tgid r X (

‘\' task_struct—>group_leader 8@ EZF2AT task_struct

—k HFZ4R4E KAUPID {

\} PGID (__k task_struct—>signal->pids[PIDTYPE_PGID] { \ ﬁ 240 ‘

‘k task_struct—>group_leader @A HFER task_struct

21F leader #F2RY PID
SID =iE
task_struct—>signal->pids[PIDTYPE_SID] (




AL E] X A

o NP P A AL 8 task_struct & m, % Aot £ A
¥ 5 Xx A

o b AedtAZ X A



o BAZIBIT fork() 418k — AT #AZ, AHBARXT £ 4, forkh 3 AF b4z,
ARAX BT A28 B TP £ 4

c B—AHAZGRT FHALE, CAZET ALAR wait) & waitpid() F
T HALE R, S TFHAZ TR, M THALLE LT, 2R #HAALLR
i SIGCHLD 125 . B3 AZLET VA M SIGCHLD 12 585432 1%, ¥
=R R .

o o R A HAZRATE R, ARATFHAZFI T 3AZ init 454 L3kAE,
 HATHH L AZ, ATTHARLERG W TR, AT HAZE B B SUHAZ T
EOLAT, FHAZ T RS P42, 18 PbAR 4 00 )8 F b i 42, & A2
L IR R G FHAET. de R A TARE T #2094, R4 T4
He—aL T8 PRE.



* A& X AR

o FALFS LK task_struct #9

parent 45 #) 3L#t A2, children
A8 &) T AR 4R R Y KR,
sibling 4& % AT # 4246 A\ 2| U

FrER T

« SBHEHLT, real_parent f=

parent £ —#4y, =R A

bash 4 B GDB % debug —
ANEAZ, X BE A2 AT parent
& GDB, #AZ#7 real_parent

£ bash




. HAZE XA

e Linux AL P TR %A a1 (session) , BARET VLA 5 AN3A424, BA 3t

A2 VL L2 % Nk AL,

c AERA P BEFAGIE N AFAETD, MEFI| L R ATAZ 0P AT B TiX
KAE, BEE F—AMAZHAZ GRF A shell) |, #ARHA 2% leader

o AR FTAELAEH], —AKam LTV 30 $ AN AR,

« ER—AATEHAEE, BTUR —ANRENEEGHAZL, RAHA NG HAZTURL
ImIEICHTN, AR S HATHRAFGLRA L.



/§EE~..i€§;-“ :izii-;iigg.:ééki- jjéé: ;%gi

« i1t cat| head €122 T % —A kA2
40, &% cat#= head A utAz, e
« T Ctrl+z, &K% 13 $ cat | head
hello
5 SIGTSTP 471 & # A2 28 69 B A nette
A2, RAE TR BB T ARG 1L e
. . - L PPID PID TPGID STAT COMMAND
"J}}lﬁ{i‘o ;E):?'f'ﬂ’:" é’j’ﬁz_‘lk/ﬁ\ﬁ'— fh é{k%; ﬂ' 1522 1552 1762 55 : -bash
‘ . ‘ 1532 1760 1762 T :00 cat
HAZ B AL, AR ek 1532 1761 1762 T :00 head
1532 1762 1762 R+ :00 ps J
_@J SIGCONT ,f-é—_ﬂ,y_,ﬂk/g‘a}}c/f,].o 15352 1763 1762 S+ - more

snappify.io

« i1t psj | more €1 T 5 —ANitA2
4, @& psA= more BANHEAL,



o1E. AL K A

XX
4 -

# ps WZH ] RABESBAERHE., BHPH STAT JE2HARIRTEHS

uninterruptible sleep (usually IO)

Idle kernel thread

running or runnable (on run queue)

interruptible sleep (waiting for an event to complete)

stopped by job control signal

stopped by debugger during the tracing

paging (not valid since the 2.6.xx kernel)

dead (should never be seen)

defunct ("zombie") process, terminated but not reaped by its parent

D
I
R
S
1
t
W
X
Z

HIER T ASFEARNARRS, CRE—THWNES
HIZEERIE leader #Hiz
HIEI T RIS HAEAHS

snappify.io




bash & iX /~24% 49 leader 342,
PGID #= SID A8 B, #f&1532, XA
AT A A2 89 SID AR 2 1532,

cat | head # 424149 PGID & 1760

ps j | more #424843 PGID & 1762

REBEZENHALCS LR —ANHAZE T,

NBEAZLA ) FH—ANBEAZ R A Group
Leader, F¥A Group Leader # PID 454 4
7 #4249 PGID.

AER AN EHAZL, ET AR —A K
SANG G HAZE, PA AT S AE LT AL
a1k 5 Ik,

"¢ %) PID,

Job 1532

o, HAEY

/dev/ p‘ts/ 0

Session 1532

SIGHUP - -

Tob 1760

Hx A

SIGINT/SIGQUIT/SIGTSTP

Job 1762
bash(1532) cat(1760) head(1761) ps(ﬁ‘ 62) wmore(1763)
PPID: 1522 PPID: 1532 PPID: 1532 PPID: 1532 PPID: 1532
P&ID: 1532 P&ID: 1760 P&ID: 1760 P&ID: 1762 P&ID: 1762
SID: 1532 SID: 1532 SID: 1532 SID: 1532 SID: 1532

session Leader ||

Background Process &roup

Fore_ground Process &roup




e 5T &Y 3£ — AT AP 2 AR

o L@ $EAZ Bgstdin, stdoutfestderrs i 4 2] 2 1F 6945 H) L85

« & 3T a7 AL —AAE B double fork technique

e fork -> setsid -> fork

s TRAMRBETI AR Lm0 5



https://stackoverflow.com/questions/881388/what-is-the-reason-for-performing-a-double-fork-when-creating-a-daemon

b

shim#ydemo 5z 31,

i & st At fork hshim¥ 37 3k 42, AR5 L BpiB ik
shim 37 #4218 i 4] 2 — AN #7 89session, FFFstdio
T 2@ %|/dev/null, {EstdioM LAz T 55 bk
@32 pipe, MRHFshimb ZE e b EELR

TS AL A forkdh —ANF 342, PR BHAZNA F.
X ANEAZ R AR 69 A4 (bundle B & . config.json
%) #ATrunc create 4] X B3 AL

Frpipelk EA X HHAZA F #)stdio, &% &0
Na, WAL EARZEZ#HAZHstdio

T HLAFHEBHEAANGLILE, REHEZBREY
RERELBEBZFHEE,

FIHALFIEH BB stdioRE IR £, B4 ASF
FRBLIL

int main() {

if (int shim_pid = fork()) {
// write shim_pid to file
exit(0)
b
// redirect shim stdio to /dev/null
dup2("/dev/null", STDIN_FILENO)
dup2("/dev/null", STDOUT_FILENO)
dup2("/dev/null", STDERR_FILENO)
// create a new session
setsid()
// prepare pipe_out and pipe_errxr
pipe_out = pipe()

pipe_err = pipe()

int runtime_pid = fork()

if (runtime_pid = 0) {
// redirect runc stdion to pipes
dup2("/dev/null", STDIN_FILENO)
dup2(pipe_out, STDOUT_FILENO)
dup2(pipe_err, STDERR_FILENO)

exec("runc create —-bundle <...>")
}
// wait for the runtime process termination:
waitpid(runtime_pid)
// ... start serving container process ...

shappify.io



shim &y
demo 5%

CONTATINER
MANAGER.

SHIM
MBAIN
SHIM
(RAEMON
CONTAINER
EDECECSOR
ShVe SHIm i\»\p[ ) s\‘Dm> PREDECECS
PO & exiT 1 LL 4
OVgR f1Pes m COI\/'TA{N;:_R
RQf‘_QR‘i g-r_,q'v\_):g SEEEE “YCA'_"LE)_ !
Wwle. Contn her
S\mbté\\l | gie; Satoy
RESTRRT

— —

\= 7 ]LD% (m _Serve S DO

—  — — — ==



. ‘:n?:1 —
shim JE7~

* docker run -d nginx

* ps axfo pid,ppid,command

2850634 1"/usr/bin/containerd-shim-runc-v2 -namespace moby -id ee0069f40fe9ee2df211e5176a63
2850655 2850634 \_ nginx: master process nginx —g daemon off;

2850714 2850655 \_ nginx: worker process
2850715 2850655 \_ nginx: worker process

e shimmk 4 T4 342, parent PIDA £ #7485 £ APID 1



shimi& =

e shim#AZMA X & #ystdouthestderP IR A &, Fe stz B E

* BIANH AT, shima XH &R & stdin, 1240 fdocker runér 4 F 1%
BT-i A%, stdinga kBT

e shimA X TR EBMA &, TVAitshimEE % 2 ARPC H]
o BAREEF shimiy, € 4a¥ % Eestdoutdestderr ) e 1% 4

¢ o X —NBERUREZARAEX (-) €ZFZ6, A LiRattach| EHBE,
IR L35 P o NPT R N AR AR R 3% 2| & B 6stdin



attach &9 52 31,

docker attach command

+ - There is a regular process inside a container E
+ - Every process has stdio streams i
. - Even in detached mode, container's streams are kept open |
. - "docker attach’ connects terminal to container's streams 5

J

Shim's own stdout
streams are closed.

IPC %
e.g Fun‘t;me,
UNIX " stdin
socket S :M--; >
stdout
stderr
- signals 4
# terminal - stdin l # was started with:
docker attach nginx < stdout docker run -d -i nginx
< stderr container logs




exec#J £ I,

exe "

M5B

i T R N

cgroups/z R 454

MIL & A, Banaiig a—As

WA EBZENBIT—A

)5 F B — AN

¥ B A
#9namespaces#f= ] 4 #9

ST

docker exec command
- OCI Runtime Spec does not define exec command

- Two containers can share namespaces and cgroups

- "docker exec’ starts a temporary container reusing
namespaces and cgroups of another container
- From the outside, it looks like running a command

inside of this container

docker
Cel)

il

# terminal
docker exec \

e0e7a6566220 \

curl

signals
stdin
stdout
stderr

~-

-

stdin

Shares all isolation
primitives with nginx
container.

etc..

net ns

mount ns

Was started before

and originated all

namespaces and cgroups.

t'“P container

stdout Ceurl)
stderr
container
eDeta 6566220
(nsinx)

pid né X



A1 AR 4

* --tty, -t Allocate a pseudo-TTY

# docker run -1 -t -—-name mycontainer ubuntu
rootwe3a5laef2a7d:/# echo hello world
hello world

rootwe3a5laef2a7d: /#

shappify.io



Linux%3s

FRAF

kernel I

4 TTY driver

32 &%
AT ) g UART o

|
i UART line .
| driver discipline |
|




K551 Pl B (terminal emulator)

A A

kernel

e =4 _
f

TTY driver h

line
discipline

- 2




th# 3% (pseudo terminal, PTY)

PTY RiB T AT FF B 500918 &

# /dev/ptmx £13E, & —3F ) 49

‘ P2 A% 3%
F LA, A PTY master | || oo oo 1
kernel
#F= PTY slave
terminal 2/ PTY master, i#id
PTY masterd& ik & & £ F 4+ 2| PTY
gnome—terminal

TTY driver master side
terminal & fork —A~ shell F 342,
line
51k shell %74/ PTY slave ~_ [ Py
shell iBit PTY slave Ik F 45, M slave side
BRAT, FFEhAELER

1
|
1
1
1
1
1
1
1
1
slave , PTY
1
1
|
1
1
1
1
1
1




B 2% BPTY

FEIRERMEZHETTY driver

LR P BN —ANEBAZARE, ©6stdiosEERPTY
o R P EPTYHANOPTR N EARRENAL S 694F 4T A
o AEFATEREIRT R A B AL 2|PTY

PTY A & iz 5 &2

s YR P AHE Y TC-Cr, @iLTTY driverd i HSIGINT/Z T

PTY R #5422k (deiB A, BT, F24)

PTY R & XF 5 4 #h F7 48
s BTOEEN, ZFNBETAFLELA S EA

. REA & A2



-t R E A R

o -t AL R BHALBAPTY slave, shimEFAPTY master

o B M Afrattachdg iz
e stdin®¥44%2: PTY master -> TTY driver-> PTY slave -> & & i 4%
o stdout/stderr ] & 48 & F )

shim _
contoiner

master Driver F <lave

raa

vP’FY —® TTY ﬂp—ry




© BOR Ain T At

o« G ARBEIEM TN AT T

# docker run -i ——name mycontainer ubuntu

stdin) echo hello
hello
~ - N2 \C
¢ 'f]} ')/9}—‘ ﬁ%:}}lﬁf’j’é]}[‘?\ﬂ‘fféﬂ\ﬂj exit

#

« XATTY driver, F~fe¥Ctrl-
Citig Nz 5

snappify.io




To Be Continued

* Contalners unplugged

* Containers
* Containers
* Containers
* Containers
* Containers
* Containers

unplugged:
unplugged:
unplugged:
unplugged:
unplugged:
unplugged:

Linux namespaces

understanding user namespaces

An introduction to control groups

Using seccomp to limit the kernel attack surface
The Linux capabilities model

Privileged programs


https://man7.org/conf/index.html
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